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DETAILED ACTION 
Continued Examination Under 37 CFR 1.114 
A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1 .17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 1 1/16/06 has been entered. 

Response to Arguments 

Applicant's arguments filed 1 1/16/06 have been fully considered. 

Applicant argued Matyas does not disclose the uses of digital data. However the 
applicant further discloses that Matyas discloses the keys are used for encryption or decryption, 
these are uses of data. In reference to the listed uses of data that include copying and displaying 
(printing) reference Sklut discloses these options. Since the applicant lists the uses of data 
comprising of one or more, the rejection indicates one use. 

In reference to Shear teaching displaying a copyright control message by a copyright 
control program when the user attempts one of the different types of uses of the digital data 
different from the requested use of the digital data. The warning message disclosed by Shear 
corresponds to sending a copyright control message wherein the user is warned not to tamper 
with the system. 
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Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 156-179 are rejected under 35 U.S.C. 103(a) as being unpatentable over Shear 
(US 4,827,508 A) and further in view of Matyas, Jr. Et al (4,850,017) and further in view of 
Sklutetai. (5,270,773). 

As per claim 156, the limitation of controlling copyrights of digital data: disclosed by 
Shear (Column 3, lines 63-68, Column 4, lines 1-2, and lines 12-14, Column 10, lines 15-18). 
Shear furthers discloses in one embodiment supplying to a user at least one of a plurality of 
encryption keys (Column 21, lines 28-38). Shear further discloses a number of functions that 
may be performed by the user such as browsing, printing, data transfers, copying, etc. (Column 
17, lines 30-35). Shear finally discloses decrypting encrypted information in response to a 
request from the user (Column 10 lines 29-32, lines 63-67). Shear is silent on data control by 
permit (usage or function) keys. 

Although Shear discloses supplying to a user at least one of a plurality of encryption 
keys, Shear does not disclose the keys corresponding to at least one of different types of uses of 
digital data requested by the user, each of the utilization permit keys permitting only the 
corresponding at least one of the different types of uses of the digital data. 
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Matyas discloses a method and system for controlling the use of a cryptographic key at a 
using station by a generating station in a network of generating and using stations (abstract). The 
system of Matyas discloses supplying to a user at least one of a plurality of utilization permit 
keys that correspond only to at least one of different types of uses of the digital data requested by 
the user (column 8 lines 7-61). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use multiple keys to control access to information as in Matyas in the system of 
Shear. One of ordinary skill in the art would have been motivated to do this because the added 
system of Matyas would prevent the misuse of keys by the receiver (column 3 lines 25-27). 

Although Shear discloses browsing, printing, and data transfers, Shear does not expressly 
disclose permitting keys that permits different types of uses of digital data comprising one or 
more of the following: display, edit, storage, copy, or transfer, or combinations thereof. 

Sklut discloses a system wherein depending on the operator's access level, i.e authority to 
view sensitive documents, the image producing device enables a purge or the existing sensitive 
documents or electronic images or prevents operation until an authorized operator initiates a 
purge (abstract). Therefore Shear discloses utilizing permit keys (column 4 lines 10-12) that 
permit the different uses of digital data including printing and copying (column 2 lines 25-44). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to limit the level of authorization for the viewing of sensitive data as in the system 
of Sklut in the system of Shear. One of ordinary skill in the art would have been motivated to do 
this because the system prevents potential security breaches in image producing apparatus (Sklut 
column 1 lines 64-68 in combination with column 2 lines 25-30). 
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As per claim 157, the limitations of the different types of uses of digital data including 
display (see Shear Figure 5, element 504, Column 7, line 7), editing (i.e., modifying Column 7, 
line 11), (copying (Shear Column 7, line 14) and digital data transfer (i.e., telecommunication, 
Shear Column 7, line 1 1) and storage (Column 12, lines 44-47). 

As per claims 158 -159, and 161-163 the limitations of this claims differ from those of 
claims 156 by recitation that only predefined access tasks can be preformed and in the case of 
claim 158 those access task are the limiting of the tasks (e.g. transfer, storage, editing, display) to 
digital data only as defined by copyright control program. Shear discloses the using predefined 
access task (algorithms) Column 12 lines 1-2. Shear further discloses a copyright decoder 
(decryption) control logic (program) element 316 Figure 3 and Column 16 lines 1-28 for 
requested use data. Thus limiting the user to say viewing the documents (browsing) or the 
number of times the document can be viewed or the number of requests or tasks (use of usage 
keys) that the system can perform, or the type of data the user could access (digital versus analog 
or video or music etc.) would constitute limiting through predefined access by the copyright 
decoder control logic. Claims 158 -159 and 161-163 are rejected. 

As per claim 160, the limitation of displaying a copyright control message attempts to use 
other than predefined commands is taught by Shear. Shear teaches the issuance of warning 
messages if the user contravenes security policies (i.e. no tampering with the system, Column 21 
line 59). Claim 160 is rejected. 

As per claim 164, the limitation that the copyright information includes authorship 
information (author or authors', that is history of the document) for the purpose of copyright 
royalties is disclosed by Shear (Column 6, lines 49-54). Claim 164 is rejected. 
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As per claim 165, the limitations of claims 159-163 have been addressed above. 
The further limitation that the copyright control program supplies the user with at least one of the 
plurality of utilization keys is disclosed by Shear (Column 14, lines 3-16). Shear teaches the use 
of the copyright control program (decoder control logic) in its role in decrypting the database and 

As per claim 166, the limitations of claims 159-163 have already been addressed above. 
The additional limitation of data limited to digital data has been addressed in Fig. 1 . Claim 166 
is rejected. 

As per claim 167, the limitation of a key control center Shear is silent. Matyaas discloses 
such a center in Figure 3. Claim 167 is rejected. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the key control center as in Maytas in the system of Shear. One of ordinary 
skill in the art would have been motivated to do this because when changes are made there is a 
central place to make the changes and therefore increase the speed of making those changes. 

As per claim 168, the limitation of supplying a copyright control program from the key 
control center to the user with the at least one of the plurality of utilization permit key. 

Matyas discloses transmitting the program with one of the plurality of utilization permit 
keys (Fig. 3). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to transmit the program and the key as in Matyas in the system of Shear. One of 
ordinary skill in the art would have been motivated to do this because changing the key quickly 
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would only entail changing the information transmitted therefore making changes and therefore 
security easier. Claim 168 is rejected. 

The limitations of claim 169, are identical to those of claims 156, with the added 
limitations that the uses specified in claim 156 are now specified (display edit copy storage and 
transfer) which have been addressed in claim 157. Claim 169 is rejected. 

As per claims 1 70-1 72, the limitations of limiting the functions to display or edit and 
limiting their use to digital data are disclosed in Column 7, lines 5-14, Column 12, lines 1-2. 
Claims 170-172 are rejected. 

As per claim 173, the limitation of a warning message is disclosed in Shear (Column 21, 
line 59). Claim 173 is rejected. 

As per claims 1 74-5, the limitation of limiting the number of times digital data used see 
Shear claims 1 last part. Note in accordance with the teaching of Shear, limiting the number of 
times a function key were used would also be included. Claims 174-175 are rejected. 

As per claims 1 76-1 77, the limitation of maintaining copyright and history information 
on authorship is disclosed by Shear see Column 4, lines 10-40. Claims 176-177 are rejected. 

As per claim 178, the limitations of claims 172-176 have been discussed above, and the 
further limitation of supplying the copyright control program to the user with at least one key 
Matyas Figure 3. Claim 178 is rejected. 

As per claim 179, the limitations of claims 172-176 have been discussed above, the 
further limitation with supplying the copyright control program to the user with the encrypted 
digital data see Matyas Figure 3. Claim 179 rejected. 
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Claiml80-181 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Shear and Matyas and Sklut as applied to claims 156-179 above, and further in view of Atalla 
(US 4,588,991 A). 

As per claims 180-181, wherein the database includes a key control center for 
maintaining of a plurality of utilization permit keys. Atalla discloses a data distribution over a 
network (see Figure 3). Atalla further provides that the key control center and software are with 
the database (see figure 3). 

One of ordinary skill in the art would have been motivated at the time the invention was 
made to have included the key control center with the database if the distribution is to be done by 
network because a database is a convenient method of organizing and maintaining the many keys 
used in the system. Claims 180-181 are rejected. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-3854. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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